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CONTEXT
In May 2018 the new General Data Protection
Regulation (GDPR) came into force. The regulation
imposes new rules on organisations which offer goods
and/or services to people in the European Union (EU), or
which collect and/or analyse data relating to EU
residents. The upshot of the Regulation is that the
previous, Data Protection Act 1998 (DPA) has been
replaced, and the bar raised on privacy and compliance
for businesses which deal with personal data connected
with the EU.
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What is the GDPR?
Compliance with the GDPR is

The GDPR is an attempt to

mandatory when ‘processing’

strengthen, harmonize, and

(collecting, using, storing,

modernize EU data protection law

transferring) personal data of any

and enhance individual rights and

EU citizen no matter where in the

freedoms, consistent with the

world the data is processed, and

European understanding of

is also mandatory for any

privacy as a fundamental human

organisation established in the

right. The GDPR regulates, among

EU. Since the legislation is a

other things, how individuals and

regulation, for so long as we are

organizations may obtain, use,

in the EU, it automatically applies

store, share and delete personal

in the UK (and equivalent

data. It has had a significant

provisions will most likely

impact on businesses around the

continue to apply post ‘Brexit’ if

world.

the proposed domestic bill on
data protection is passed).
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What
Constitutes
Personal
Data?
The GDPR adopts a broader definition
than that of previous definitions, it
now emphasises the relevance of
biometric and genetic information as an
‘identifier’ which could fall within the
scope of ‘personal data’ (and therefore the
new law).
The GDPR states that “‘personal data’
means any information relating to an
identified or identifiable natural person… an
identifiable natural person is one who can be
identified directly or indirectly… by reference
to an identifier… or to one or more factors
specific to… that natural person”. As such,
any data by which an individual can be
identified, whether on the basis of the
data alone, or when combined with other
(reasonably attainable) information is
likely to be included in the definition of

Additional factors specific to the physical,
physiological, genetic, mental, economic,
cultural or social identity of that individual
are also given specific mention in the
GDPR as potentially falling within the
scope of the Regulation.
While the concept has long been the
subject of guidance by the Information
Commissioner’s Office, for the first time,
the legislation provides a definition of
‘pseudonymous data’ – personal data that
has been subjected to technological
measures (for instance, hashing or
encryption) and makes it clear that, if this
information may (without too much
difficulty) be re-identified and linked back
to any individual, it too will fall within the
scope of ‘personal data’ notwithstanding
the processes applied.
As with the DPA’s regime, the GDPR
acknowledges a second category of
personal data which has been termed
‘special categories’ of personal data. Data
types which are included in this category
are racial or ethnic origin, political
opinions, religious or philosophical beliefs,
trade-union membership; data concerning
health or sex life and sexual orientation;

‘personal data’. This now means that, as all

genetic data or biometric data. Given the

the data which would normally be

potential for damage if such data was

considered personal data for example

leaked or subject to unauthorised access,

name, email address etc, under certain

this type of data is required to be given

circumstances it could also include IP

even greater protection than other types

addresses, mobile device ID’s data as well.

of personal data.
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Taking Data Security Seriously.
At Fluent Technology Ltd, we have always taken data security and
data privacy extremely seriously. Our aim has always been to
provide our customers with the highest level of data security and be
accountable for the information held on our application. As such we
regularly review and reinforce our security practices.
It is easy to claim compliance, but can be rather more challenging to
demonstrate compliance on an ongoing basis. However, at Fluent
Technology we understand that being able to show our customers
what we do is really important, and we know it is exactly what is
required under the GDPR. Fluent Technology has for many years
been certified against the ISO27001 security standard (most
recently audited in September 2017) and earlier this year Fluent
Technology was accredited on the Cyber Essentials
standard. We host our SaaS Flexi-Grant® system within the
Rackspace™ environment in the UK, and Rackspace™ themselves
are (amongst other certifications) ISO27001 accredited.
We believe that the GDPR is an important step forward for clarifying
and enabling individual privacy rights, and enforcing accountability.
As such, we are committed to ensuring that we are GDPR compliant.
We also want to make sure that in the services we provide to you (in
your role as the ‘data controller’ – see below) we will be able to
assist you to meet your obligations under the GDPR.
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FLUENT TECHNOLOGY

Controller or
Processor.
The key distinction in understanding
your obligations under the GDPR is
assessing whether you are a data
controller or a data processor. Generally
speaking, the controller is the
organization that determines the
purposes and means of processing
personal data, as well as deciding what
personal data is collected from a ‘data
subject’ for processing. The processor is
the organization that processes the data
on behalf of the controller. Controllers
will retain primary responsibility for data
protection (including, for example, the
obligation to report data breaches to
data protection authorities); however,
the GDPR does place some direct
responsibilities on the processor, as well.

We act as a data controller in respect of
any information which we collect about
our customers. We will never share this
or any customer data in our possession
with anyone else save as required at law
or if we were to sell our business. Fluent
Technology adheres to strict data
security, access, integrity policies.
We act as a data processor in respect of
any information which your applicants
upload onto Flexi-Grant®. In providing
our service, we do not own or make
decisions about the use of the
information stored or processed on
Flexi-Grant®. We do not use this data
for our own purposes. In fact, to the
extent we do access it, it is only as
reasonably necessary to provide you
with our services (which may include
responding to support requests) or as
required by law. It is up to our
customers to make sure that they
comply with the relevant data protection
legislation before sending personal
information to Flexi-Grant® for
processing.

FLUENT TECHNOLOGY HAS FOR MANY YEARS BEEN CERTIFIED
AGAINST THE ISO27001 SECURITY STANDARD.
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Controller or
Processor
(cont.)

As part of our service, we have
ensured that Flexi-Grant® has the
necessary functionality to enable our
customers to push out their own privacy
policy – if they are relying on consent as
the legal basis for processing.

In accordance with the GDPR, we have
updated our terms of business so that it
is clear that we will only ever use
personal data which we process on our
customers’ behalf in accordance with
our customers’ instructions (to the
extent consistent with the functionality
of Flexi-Grant®). We will also promise to
implement (and implement!) industry
standard security, technical, physical and
administrative measures against
unauthorized processing of such
information and against loss, destruction
of, or damage to, personal information.

WE WILL ONLY EVER USE PERSONAL DATA WHICH WE
PROCESS ON OUR CUSTOMERS' BEHALF IN ACCORDANCE
WITH OUR CUSTOMERS' INSTRUCTIONS
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How Does Flexi-Grant Facilitate
the Rights of Individuals
Under GDPR?
The right to be informed.
Flexi-Grant® enables our customer to define their own privacy
statements. Using this privacy statement, a customer is able to
notify applicants of the details of personal data being collecting and
why purpose. Within Flexi-Grant® a customer can make it
mandatory for an applicant to accept before proceeding with
registration to the system and then again for any application they
‘start’ in the system. We also allow a customer to define granular
options for communication. This means you can list all the ways you
want to contact applicants, so they can choose exactly which
communications they want to opt-in to.
While we cannot provide our customers with anything which
constitutes legal advice, we can provide our customers with a
template which our customers may find a useful starting place from
which to craft their own. (Though it is up to our clients to make sure
that they have everything they need in the policy.)

The right of access.
Within Flexi-Grant®, all applicants can see and update (within the
‘My account’ area) the personal details held about them. Should
they no longer use Flexi-Grant®, but their details are still in
existence, administrators can use the Query and Export tool to
generate an extract of the individual’s personal details which can be
used to satisfy any request for personal data. This should meet the
requirement to meet the deadline of 30 days to respond to a data
access request to be met – at least in terms of the data held on
Flexi-Grant®.
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The right to rectification.
Within Flexi-Grant®, all users can see and update their own personal
details (in the ‘My account’ area of Flexi-Grant®). Alternatively,
administrators can update an individual’s personal details from within
the Flexi-Grant® CRM.

The right to erasure.
Flexi-Grant® enables our customers to comply with an individual’s
request for the deletion or removal of personal data from the platform.
If our customers are satisfied that there is no compelling reason for
continued processing, they can delete the personal data from the FlexiGrant® CRM.

The right to restrict processing.
Should an applicant wish to object to the processing of their personal
data, the individual’s CRM record can be suspended. Up to the point
of award, the ‘withdrawal’ feature can be used to suspend an
application, and after an award the ‘on hold’ feature can be used to
suspend processing. In addition, the tagging feature within FlexiGrant® can be used to tag and then quickly identify any individual
who has requested processing to be restricted. Contacts can then be
filtered by tags from within the CRM to give administrators a birds-eye
view of ‘restricted’ contacts.
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The right to data portability.
Within Flexi-Grant® the Query and Export tool can be used to
generate an extract of the individual’s personal details into a format
which can be transferred electronically to the individual or to a 3rd
party to fulfill an individual’s request. The product can generate
other related information at the click of a button. This data would
go beyond the basic requirement of the ‘right of data portability’.

The right to object.
Should an applicant wish to object to any aspect of their data or its
processing through Flexi-Grant®, the individual’s CRM record can be
suspended and any in progress applications ‘withdrawn’ and awards
put ‘on hold’.

Rights related to automated decision making and profiling.
In Flexi-Grant® no decisions are made without human intervention.
The system can make recommendations based on choices made but
cannot act upon those without intervention.
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FURTHER INFORMATION
A number of Knowledge Base
articles have been created on how to
use Flexi-Grant® to support each of
these GDPR obligations.

If you have any further questions or
queries with any of the details
above, please feel free to contact us
at DPO@FluentTechnology.com.

NOTHING IN THIS DOCUMENT IS
INTENDED TO BE NOR SHOULD IT
BE RELIED UPON AS LEGAL ADVICE.
IT IS UP TO YOU TO SEEK LEGAL
ADVICE IN RESPECT OF YOUR
OBLIGATIONS UNDER THE GDPR.
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